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CHAIRMAN:  Cllr Chris Clarance 

 

 

DATE: 
 

24 March 2016 

REPORT OF: Audit Manager 
 

SUBJECT: INTERNAL AUDIT QUARTERLY PROGRESS REPORT 
 

PART I 
  

RECOMMENDATION 
 
To note the report. 
 
1. PURPOSE 
 
1.1 To advise Members of progress against the Audit Plan and the outcomes of 

completed audits.   
 

2. BACKGROUND 
 
2.1 The Audit Plan is approved by the Audit Scrutiny Committee in March annually 

and progress is reported at every meeting thereafter. 
 
2.2 Internal audit reviews lead to an opinion on the effectiveness of the framework of 

risk management, control and governance of the area under review.  Assurance 
opinions are graded as follows: 

  
Excellent  The areas reviewed were found to be well controlled, 

internal controls are in place and operating effectively.  
Risks against achieving objectives are well managed. 

 
Good    Most of the areas reviewed were found to be  

adequately controlled.  Generally risks are well 
managed but some areas for improvement have  
been identified. 

 
Fair      There is a basic control framework in place, but  

most of the areas reviewed were not found to be 
adequately controlled.  Generally risks are not well 
managed and require controls to be strengthened to 
ensure the achievement of system objectives. 
 

Poor        Controls are seriously lacking or ineffective in their  
     operation.  No assurance can be given that the  

system’s objectives will be achieved. 



 

 
3. STATUS OF PLANNED AUDITS: 
 
3.1 

PROJECT STATUS OPINION 

Social Media   (c/fwd 14/15) Completed Good 

Housing Allocations  (c/fwd 14/15) Completed Good 

Car Parks (c/fwd 14/15) Completed Good 

Housing Data Return Completed Good 

Leisure – Seasonal Sites Completed Good 

Disabled Facilities Grant Certification Completed Excellent 

Safer Devon Partnership Grant  Completed Excellent 

Repair and Renew Flood Grant Completed Excellent 

Utilities Management Completed Good 

Fees and Charges Completed Good 

New Homes Bonus / Empty Homes Completed Good 

Benefits & Council Tax Support Completed Good 

Cash Completed Good 

Data Security Completed Good 

Council Tax Completed Good 

Creditor Payments Completed Good 

Debtors Completed Good 

Main Accounting & Budgetary Control Completed Good 

Payroll Completed Good 

NDR (Business Rates) Completed Good 

Treasury Management In Progress - 

Community Infrastructure Levy In Progress - 

Election Fees Deferred to 16/17 - 

Environmental Health Deferred to 16/17 - 

Housing Finance Draft Report Issued - 

Housing Grants and Loans Completed Good 

Estates Deferred to 16/17 - 

Leisure Centres In Progress - 

Partnerships / External Providers Deferred to 16/17 - 

Procurement  / Contracts Deferred to 16/17 - 

Risk Register In Progress - 

 
  
3.2 A summary of the findings of audits recently completed can be seen in the 

Appendix A below. 
 
 
 
 



 

 
4. CHANGES TO OUR PLAN 
 
4.1 The audit team have assisted in various corporate projects this year as well as 

the ongoing provision of advice and small ad-hoc jobs such as new grant 
certifications and investigation services.  Examples of corporate projects include: 

 
o BEST2020 business review team (Audit Manager) 
o Health and Wellbeing Group (Auditor) 
o Customer Comments and Complaints Review Group (Auditor) 

 
As a result, four audits have been carried forward to 2016-2017 as shown in 3.1 
above. 

 
Our ability to be flexible and support corporate initiatives benefits not only the 
Council, but also the Audit team, by giving valuable insight into the challenges 
and risks facing the services we review.  This ultimately aids the audit planning 
process and enhances assurance. 
 

 
 

5. CONCLUSION AND RECOMMENDATION 
 
5.1 Audit progress is good.  Adjustments to the original plan have been made to 

accommodate new work requests and corporate projects.  Audit coverage will be 
sufficient to deliver the Annual Assurance Opinion. 
 

5.2 Members are recommended to note the report. 
 
 
Sue Heath 
Audit Manager 

 
 

 

Wards affected N/A 

Contact for any more information Sue Heath – Audit Manager – 01626 215258 

Background Papers (For Part I reports only) Audit Files and Final Reports File 15-16 

Key Decision N 

In Forward Plan N 

In Audit Scrutiny Work Programme Y 
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PROJECT TITLE 
 

SUMMARY 
 

 
Repair and Renew Flood Grants 
 
  
 
 
Audit Opinion:  
Excellent  

 
Following the severe flooding during the winter of 2013/2014, DEFRA established a scheme to 
provide flood affected homes and businesses with up to £5,000 to implement resilience measures. 
 
An audit opinion was needed to give assurance that invoices submitted by Teignbridge for claims 
and costs, met the scheme criteria.    Records of qualifying individuals were examined and tested 
for compliance with grant conditions.  A good audit trail of transactions was found and the total 
expenditure agreed to the claim submitted to DEFRA. 
 

 
Housing Grants and Loans 
 
 
 
 
 
 
 
 
 
 
 
 
 
Audit Opinion:  
Good  
 

 
This audit covered the procedures for allocating loans and grants including Disabled Facilities 
Grants (DFG) which are a mandatory the Wessex Loans Scheme and.  Risks from the two-tier 
funding regime under the Better Care Fund were noted.  
 
91 DFG applications were completed from April to the audit date: Oct 2015.  These were spot 
checked for compliance with scheme conditions and to ensure data had been accurately 
transferred to the Uniform grant and FMS systems. 
 
Wessex had been audited by the South West Audit Partnership which concluded that Wessex 
continue to provide a well managed ,effective and efficient loans service to the consortium councils.  
We then sample tested Teignbridge’s loans to ensure compliance with our own policies, with no 
discrepancies found. 
 
Overall, assurance for Grants and Loans was good with just one medium risk recommendation 
relating to global conditions reviews – ensuring these are completed periodically to check that 
compliance with conditions is ongoing for grant recipients. 
 
 

APPENDIX A 
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PROJECT TITLE 
 

SUMMARY 
 

 
Data Security 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Audit Opinion:  
Good  

 
This year’s audit focussed on the following topics: 
 

- Pre employment screening 
- Data sharing agreements 
- Legislation, policies and procedures 
- Confidential waste procedures 
- Payment Card Industry Data Security Standard 
- Access to the corporate network – “G:Drive” 
- Hybrid Mail printing 
- Information Asset Register requirements 
- Public Access Wi-Fi 

 
Controls were generally effective.  Discussions were held with officers responsible for the above 
areas, and advice provided by way of various recommendations, on ways to continue to strengthen 
Teignbridge’s resilience to a data security incident.  Please see report for full details. 
 
Since the audit, there has also been a need for urgent response to the Ransomware virus which 
has recently targeted local authorities.  Ransomware encrypts data on infected machines and only 
unscrambles it if victims pay a fee.  Lincolnshire County Council’s computer systems were allegedly 
closed for four days with a financial sum in Bitcoin demanded by the perpetrators.  
 
Strata’s Security team immediately responded  on Teignbridge’s behalf and implemented system 
changes to strengthen our defences against such an attack.  As well as the technical response, 
staff awareness has also been raised, asking everyone to be vigilant and report any suspicious 
emails immediately. 
 
 

APPENDIX A 
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PROJECT TITLE 
 

SUMMARY 
 

 
Creditors 
 
 
 
 
 
 
Audit Opinion:  
Good  

 
From April to the date of the audit in November, Teignbridge’s Creditor system had processed 
payments worth approximately £196M (this includes non-purchasing expenditure such as Treasury 
Management investment transactions and Council Tax refunds etc).     
 
Over 10,000 electronic payments (BACS, Bank Transfers and Direct Debits) and 192 cheques had 
been issued. 
 
The audit provided assurance that Teignbridge pays its creditors promptly and accurately and takes 
adequate precautions against bank mandate fraud. 
 

 
Cash Reconciliation System 
 
 
 
 
 
 
 
Audit Opinion:  
Good  

 
This audit provides assurance that controls are in place to reconcile and account for the Council’s 
income.  It covers procedures for suspense accounts; unidentified payments; refunds; access to 
cash receipting systems; security of monies; PCIDSS (payment card security standard); bank 
reconciliation; and business continuity. 
 
Assurance was positive and it is good to note that Teignbridge’s long standing issues with PCIDSS 
non-compliance are now being resolved through Strata. 
 
At the time of the audit proposals were being taken forward to cease taking cash and cheques at 
the Forde House offices.  Plans are in place to manage this w.e.f. 1 April 2016.  

 
Council Tax 
 
Audit Opinion:  
Good 

 
The key areas for Council Tax were reviewed as follows:  billing; collection and refunds; liability; 
recovery and enforcement; valuation; legislation and regulations.  
 
The system was evaluated using an internal questionnaire and significant controls were tested.   
Findings were good. 

APPENDIX A 
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PROJECT TITLE 
 

SUMMARY 
 

 
Business Rates  
 
 
Audit Opinion:  
Good  

 
The key areas for Business Rates were reviewed as follows:  billing; collection and refunds; liability; 
recovery and enforcement; valuation; legislation and regulations.  
 
The system was evaluated using an internal questionnaire and significant controls were tested.  
Findings were good. 
 

 
Benefits 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Audit Opinion:  
Good  
 

 
The following risks were reviewed and their mitigations compliance tested: 

- Unauthorised access or changes to information systems 
- Incorrect benefit payments 
- Unreliable / loss off financial data 
- Poor performance going unnoticed or unchecked 
- Prior recommendations not implemented 
- Fraud going undetected 

 
The Housing Benefits team continue to operate at a good standard overall, and internal procedures 
were found to be generally sound.     
 
This year, the Single Fraud Investigation Service was imposed by DWP and fraud investigators 
from Teignbridge transferred to the DWP in April as part of this initiative.    A system is in place to 
enable fraud referrals to be made and for the DWP to feedback information, but delays on the DWP 
side are currently having a negative impact on investigations.   Although this is out of the direct 
control of Teignbridge, officers continue to work and liaise with DWP to encourage improvement. 
 
Since the audit, electronic forms have also been implemented for Benefits with huge success, 
which accords well with Teignbridge’s customer access and channel shift ambitions. 
 

APPENDIX A 
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PROJECT TITLE 
 

SUMMARY 
 

 
Main Accounting System 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Audit Opinion:  
Good  

 
Financial management is provided by the Finance team under the responsibility of the Chief 
Finance Officer.  Budget holders within services are assigned to manage their own budgets during 
the financial year. 
 
The key risks covered by this audit include: 
 

- Manipulation of budgets 
- Variations (overspends and under spends) 
- Financial data is not reliable 
- Inaccurate or incomplete financial data 
- Undetected error or fraud 

 
Overall, the Financial Management System (FMS) is secure and adequately controlled by the 
Finance team.  This includes controls to reconcile control and suspense accounts with interfacing 
systems.  At the time of the audit the Bank Reconciliation was overdue due to various staff changes 
and other pressures within the team but this has now been brought up to date. 
 
Due to the functionality of FMS there is recognised that there can be no authorisation required on 
the system for journals and virements, however, we were satisfied that there are compensating 
controls in place and any risks from this are low. 
 
Budget monitoring arrangements were found to be a good standard. 
 
 
 
 
 

APPENDIX A 
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PROJECT TITLE 
 

SUMMARY 
 

 
Payroll 
 
 
Audit Opinion:  
Good  
 
 

 
Key risks for the payroll function include:  breach of statutory and HMRC regulations; incorrect 
payments; fraud and error going undetected. 
 
The audit therefore focussed on the following procedures: 
 

- Authorisation of starters, leavers and changes 
- Validation of data and independent checking of amendments 
- Emergency payments 
- Default pay rates 
- Maternity pay 
- Manually calculated termination payments 
- System access rights 
- Exception reporting 
- Reconciliation to FMS and suspense account review 
- BACS payment controls 
- Establishment control and service payroll verification 
- PAYE Realtime submissions 
- Business Continuity 

 
Business Continuity has been recognised by the Finance team as a high risk due to the ageing in-
house system and small payroll team.   A draft project plan is being drawn up to progress the 
implementation of a new Payroll system (Midland  iTrent) .  When this is up and running, the same 
commercially supported application will be in operation for Exeter, East Devon and Teignbridge, 
which will enable shared cover arrangements to be negotiated.  Project progress is reported to CLT.   
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