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DATE: 
 

18 December 2014 

REPORT OF: Audit Manager 
 

SUBJECT: INTERNAL AUDIT QUARTERLY PROGRESS REPORT 
 

PART I 
  

RECOMMENDATION 
 
To note the report. 
 
1. PURPOSE 
 
1.1 To advise members of progress against the Audit Plan and the outcomes of 

audits completed since the last monitoring report in September 2014. 
 

2. BACKGROUND 
 
2.1 Internal audit’s primary aim is to provide an independent and objective opinion on 

the adequacy and effectiveness of the Council’s arrangements for internal 
control, risk management and governance. The activities we audit are given an 
assurance rating based on the following criteria: 

  
Excellent  The areas reviewed were found to be well controlled, 

internal controls are in place and operating effectively.  
Risks against achieving objectives are well managed. 

 
Good    Most of the areas reviewed were found to be  

adequately controlled.  Generally risks are well 
managed but some areas for improvement have  
been identified. 

 
Fair      There is a basic control framework in place, but  

most of the areas reviewed were not found to be 
adequately controlled.  Generally risks are not well 
managed and require controls to be strengthened to 
ensure the achievement of system objectives. 
 

Poor        Controls are seriously lacking or ineffective in their  
     operation.  No assurance can be given that the  

system’s objectives will be achieved.  
 
 



 

 
3. SUMMARY OF PROGRESS AGAINST THE 2014-15 AUDIT PLAN 
 
3.1 Progress with the planned work approved by members in March 2014 is shown 

below. 
 

PROJECT STATUS OPINION 

Governance Review and AGS Completed Good 
Fees and Charges Completed Good 
Employee Pension Contributions Completed Excellent 
Land Charges Completed Good 
Housing Data Return Completed Good 
Election Grant Certification Completed Excellent 
Safer Devon Partnership Grant Certification Completed Excellent 
Members’ ICT (c/fwd) Completed Good 
Leisure – Seasonal Sites Completed Good 
Teignbridge Support Scheme  (c/fwd) Completed Good 
Empty Properties and New Homes Bonus Completed Good 
Data Quality – Performance Monitoring Completed Good 
Housing Finance Draft Report Issued - 
Data Security Completed Good 
Section 106 and CIL Draft Report Issued - 
Procurement In Progress - 
Housing Loans and Grants Completed Good 
ICT Inventory In Progress - 
ICT Cloud Computing Completed  Good 
Future ICT – Strata Ongoing - 
Leisure Centres - - 
Car Parking - - 
Refuse Collection & Recycling - - 
Elections - - 

Housing Allocations (Devon Home Choice) - - 

Customer Services Complaints & Comments Completed Good 
Media and Comms - - 
Social Media - - 
Travel and Subsistence - - 
Banking (change of bank project) Ongoing - 
Council Tax In Progress - 
Benefits / Council Tax Support Scheme - - 
Cash Draft Report Issued - 
Creditor Payments In Progress - 
Debtors In Progress - 
Main Accounting and Budgetary Control - - 
NDR (Business Rates) In Progress - 
Treasury Management - - 
Payroll - - 

 
 
  
3.2 A summary of the findings of audits completed since the last quarterly update can 

be seen in the Appendix A below. 
 
 
 



 

 
4. FUNCTIONS AND ACTIVITIES NOT SUBJECT TO AUDIT THIS YEAR 
 
4.1    At the last Audit Scrutiny meeting in September, members asked to be reminded 

what areas remained unaudited within the ‘audit universe’ (known also as the 
strategic plan), for comparison against the audits scheduled within the current 
Audit Plan.  These are shown at Appendix B.  

 
 
5. CONCLUSION AND RECOMMENDATION 
 
5.1 Planned work for 2014-2015 is progressing steadily and assurance has been 

positive for the areas reviewed todate. 
 
5.2 Members are recommended to note the report. 
 
 
Sue Heath 
Audit Manager 

 
 

 

Wards affected N/A 

Contact for any more information Sue Heath – Audit Manager – 01626 215258 

Background Papers (For Part I reports only) Audit Files and Final Reports File 14-15 

Key Decision N 

In Forward Plan N 

In Audit Scrutiny Work Programme Y 
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PROJECT TITLE 
 

SUMMARY 
 

Data Quality 
Performance Monitoring Data 
 
 
 
 
 
 
Audit Opinion:  
Good  

Samples of mandatory and local (Council Plan) performance measures were examined.  Each were 
tested to ensure their calculation methodology was documented and up to date; reported figures 
were accurate; and they had supporting evidence to ensure they could be traced to the systems 
from which they were derived. 
 
Although we were happy that the published  figures were sound, some work was needed to ensure 
the notes on calculation methodology were up to date.  These need to outline how the data is 
obtained and the formulae to be used but in many cases, systems and personnel had changed over 
recent months and methodologies had not been updated.  This is merely a housekeeping exercise 
which didn’t affect the reported figures and for that reason a Good assurance rating was issued. 
 

Cloud Computing and Data 
Transfer 
 
 
 
 
 
 
 
 
 
 
 
 
Audit Opinion:  
Good  
 

Cloud based systems are those that are hosted externally via the internet.  While they have many 
advantages, such as the flexibility for users to access them anywhere, they also have risks, 
especially in regard to the security of the data they harbour, as we are entrusting a third party with 
its safekeeping.   We therefore examine this area regularly to identify new Cloud systems and 
ensure that assurances have been sought from the providers and appropriate contracts put in place 
to manage these risks. We have designed a Cloud Provider Checklist to aid staff when considering 
procurement of externally hosted systems.  
 
Three new systems had been implemented  since the last review: CoActiva (Benefits); Legend 
(Leisure); and Swimsoft (Leisure).   
 
The audit also looked at data transfers to third parties as it was noticed that a number of different 
methods were in use: eg. Dropbox; Synertec Hybrid Mail Printing and Si-Dem (parking).  It is 
essential that personal data is not being uploaded through the Cloud via unsecured FTP sites.   
This was a useful exercise in highlighting the risks to the services involved.  The auditor was 
pleased to note that Strata, the Council’s new shared ICT service will be working with services to 
roll out the “Egress” secure file transfer product already in use by Exeter City Council. 

APPENDIX A 
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PROJECT TITLE 
 

SUMMARY 
 

Housing Loans and Grants 
 
 
 
 
 
 
 
 
 
 
 
 

 
Audit Opinion:  
Good  

The systems for administering loans and grants were reviewed.  This included Disabled Facilities 
Grants and the Wessex loan scheme. 
 
Controls to mitigate the following key following key risks were tested: 

- Objectives of the grants scheme are not met 
- Breach of statutory regulations and legislation 
- Loans and grants are awarded to ineligible people or properties – i.e. criteria not met 
- Inaccurate payments; incomplete records; grants and loans not properly accounted for 
- Conditions attached to loans and grants are not complied with 
- Fraud, corruption, misappropriation 
- Sensitive information and personal data are not protected from loss or disclosure 

 
The processes were well documented and controlled.  Assurance was Good with no high risk 
issues identified.  Medium risk recommendations covered ensuring staff are aware of the need to 
and make declarations of interest where appropriate; periodic monitoring of the contractor work 
allocations to ensure probity; and completion of annual reviews to ensure the conditions placed on 
properties have not been breached. 
 

Comments and Complaints 
 
 
 
 
 
 
Audit Opinion:  
Good  

Teignbridge is committed to high standards of customer care, service delivery and performance so 
the views of its residents, service users and customers in this respect are important.    
Risks for this area include: 

- Customer complaints and comments are not recorded 
- Complaints are not investigated and resolved within approved timescales 
- Corporate lessons are not learned 
- Appeals process is ineffective 

The audit was timely as a project to improve the corporate comments and complaints procedure 
was underway.  The audit test results and observations were therefore fed into this by providing 
assurance that some of the key risks had been addressed. 

APPENDIX A 
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PROJECT TITLE 
 

SUMMARY 
 

Information Security 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Audit Opinion:  
Good  

This area is subject to regular audit due to the importance of protecting information from 
unauthorised access, use, disclosure, modification etc.     
Past recommendations were followed up and focus areas examined such as third party data 
transfers (highlighted by the Cloud Computing audit above); staff training, corporate awareness and 
learning; and disposal of confidential waste. 
 
As a result of the audit, the use of Dropbox as a method of transferring sensitive data was ceased 
due to the risks highlighted by the Auditor; all staff are now receiving data protection training; the 
need for secure disposal of redundant hard drives was recognised; and major improvements in the 
way confidential waste is handled have been implemented – i.e all waste is now shredded to avoid 
confusion between bins – some were previously just for paper recycling which wasn’t shredded 
risking that the wrong material could be put in the wrong bin.  
 
Our Auditor who undertakes these audits is now a member of a corporate task group for Information 
Security which has been set up to ensure robust defences are embedded.  Its terms of reference 
are as follows: 
 

- To provide a strategic overview of the Council’s Information Management encompassing 

data protection, freedom of information and IT security 

- To help identify and disseminate best practice throughout the organisation 

- To develop training and awareness programmes around Information  Management and 

computer security 

- To report to CLT periodically with progress reports and to inform CLT of any specific 

concerns or actions required. 

- Specific areas of work are likely to include analysis of the self audit forms completed for all 

council services, convergence of ICT security policies 

 

APPENDIX A 


