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RECOMMENDATION 
 
To note the report. 
 
1. PURPOSE 
 
1.1 To keep members updated and informed of the forthcoming General Data 

Protection Regulation. 
 

2. BACKGROUND  
 
2.1 From 25 May 2018, the Data Protection Act (DPA) will be replaced by the EU 

General Data Protection Regulation (GDPR) which will strengthen the rights of 
EU citizens to ensure that their data is properly secured and not subject to loss, 
illegal use or transfer to third parties. 

 
2.2  The government has confirmed that the UK’s decision to leave the EU will not 

affect the commencement of the GDPR. 
 
3. WHAT DOES IT COVER? 
 
3.1 It covers any information from which a living individual can be identified. The 

definition of ‘personal data’ includes name, address, date of birth, telephone 
number, bank details and location data.  The GDPR has expanded this 
definition to include online identifiers such as Internet Protocol (IP) addresses 
and cookie IDs. 

 
3.2 The scope of ‘sensitive personal data’, such as racial or ethnic origin, political 

opinions, physical or mental health conditions, religious or philosophical beliefs, 
trade union membership, sexual life / sexual orientation, has also been 
expanded to include genetic and biometric data.  The authority must gain 
explicit consent before processing any sensitive personal data. 

 
 
 
  



4. KEY CHANGES 
 
4.1 Many of the principles behind the GDPR are the same as those for the current 

Data Protection Act, however, the GDPR requires new processes to be 
implemented and some existing processes to be undertaken in a different way 
to meet the requirements.  

 
For example, the authority must inform individuals how they will process 
individual’s data before the processing takes place but the quantity of 
information that needs to be provided has increased.  The additional information 
includes: 

 the legal basis for processing the data; 

 the period for which the data shall be retained; 

 that the individual has a right to complain to the Information Commissioner’s 
Office; 

 whether there is a statutory or contractual requirement to provide the data; 

 the consequence of not providing the data. 
 
4.2 A summary of the key changes: 
 

Key Issue Changes introduced by GDPR 

Accountability 

  

GDPR introduces the new accountability 

principle – data controllers must 

demonstrate compliance with the data 

processing principles. 

Records of processing activities 

No more DPA registrations but 

controllers and processors must maintain 

internal records of all the data processing 

activities under their responsibility. 

Privacy by Design / Privacy by 

Default 

GDPR introduces new concepts of 

‘privacy by design’ and ‘privacy by 

default’. The controller must implement 

appropriate technical and organisational 

measures which are designed to 

integrate the necessary safeguards into 

the processing. 

Data Protection Impact 

Assessments 

 

Data controller must carry out a data 

protection impact assessment prior to 

processing data where the processing is 



Key Issue Changes introduced by GDPR 

likely to result in a high risk for the rights / 

freedoms of individuals due to: 

 the use of new technologies;  

 the nature, scope, context and 

purposes of processing. 

Data breach notification 

GDPR introduces an obligation to notify 

data breaches to the ICO within 72 

hours; and to affected individuals without 

undue delay. 

New rules on child privacy 

Parental consent must be gained in 

advance for processing children data 

who are younger than 13 years old.  The 

UK still needs to set its own rules for the 

consent requirements for 13 to 15 year 

olds. Also, affects use of websites. 

Stricter consent for processing 

 

Data controllers need to be able to 

demonstrate clearly how the individual 

gave their consent to data processing.   

Significantly higher financial 

penalties for data breaches 

Much greater enforcement powers with 

two-tier of fines up to €10m / €20m 

depending on the type of breach. 

Greater rights for data subjects 

Much greater emphasis on the 

information rights of the individual – more 

transparency how personal data used 

with privacy notices at point of data 

collection / or acquisition; no charge for 

subject access and one month to 

release; right to data portability; right to 

erasure of data if given by consent; right 

to seek compensation for a breach of 

their rights. 



Key Issue Changes introduced by GDPR 

Data Protection Officer 

Data controllers and processors must 

appoint a DPO in case of: 

 Regular and systematic processing of 

data subjects on a large scale 

 When the core activities of the 

controller or the processor consist of 

processing on a large scale of 

sensitive data or data relating to 

criminal convictions and offences. 

This is a mandatory role for public 

authorities. 

 
5. WHAT NEEDS TO BE PUT INTO PLACE 
 
5.1 The work to be carried out to ensure we comply with the General Data 

Protection Regulation should follow the 12 steps as highlighted in the 
Information Commissioner’s Office checklist which can be seen here.   

 
5.2 The first steps include ensuring all service areas are aware of the requirements 

of GDPR, and documenting what personal data is held, where it came from, 
and who it is shared with. 

 
5.3 A gap analysis was completed by Internal Audit in November 2016 as part of 

the Information Security audit. This assessed the actions the authority needed 
to take to comply with the requirements of GDPR and was provided to the 
Council’s Information Management Group. 

 
5.4 Information Governance is the responsibility of the Council’s Senior Information 

Risk Owner (SIRO).  In Teignbridge, the SIRO role is assigned to the 
Democratic Services Manager / Monitoring Officer who heads up the 
Information Management Group and is leading on the GDPR project. 

 
6. RECOMMENDATION 
 
6.1 To note the report. 
 
Jane Sanders – Auditor  

 

Wards affected N/A 

Contact for any more information Jane Sanders – Auditor – 01626 215502 

Background Papers (For Part I reports only) - ICO Preparing for the General Data Protection 
Regulation 12 steps to take now 

In Forward Plan N 

In Audit Scrutiny Work Programme N 

 

https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf

